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Abstract:

In an era marked by heightened concerns over privacy and security, the need for
innovative approaches to data sharing platforms has become increasingly imperative.
This paper presents Stealth Chat, a novel solution that combines steganography
techniques with peer-to-peer (P2P) architecture to establish a secure and decentralized
communication environment. Leveraging Type Script, Stealth Chat offers users a
seamless and intuitive interface for real-time data sharing while prioritizing privacy
and confidentiality. The core architecture of Stealth Chat is built upon a P2P
network model, enabling direct communication between users without reliance on
centralized servers. Through dynamic peer discovery mechanisms and efficient data
routing protocols, users can establish secure connections and exchange messages in
real-time. This decentralized approach not only enhances scalability and fault tolerance
but also mitigates the risks associated with centralized data storage, reducing
vulnerabilities to potential attacks or breaches
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1. Introduction

Vault Fortify is a cutting-edge communication application designed to offer unparalleled
security and privacy through stealth chat and file-sharing capabilities using peer-to-peer
(P2P) architecture and image steganography. In an era where digital privacy is constantly
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under threat, Vault Fortify stands out by ensuring that your messages and files are not
only encrypted but also hidden within innocuous-looking images. This dual-layer security
approach makes it nearly impossible for unauthorized parties to detect the presence of
communication or sensitive data.

The P2P architecture of Vault Fortify eliminates the need for centralized servers, reducing
the risk of data breaches and ensuring that communication is direct and secure between users.
This decentralized system enhances the robustness of the application by distributing data
across a network of nodes, making it resilient to attacks and surveillance. Each user acts as
both a client and a server, facilitating a more secure and efficient exchange of information.
This ensures that even in the event of a compromised node, the integrity and confidentiality
of the communication remain intact.

In addition to secure messaging, Vault Fortify leverages image steganography to hide files
within digital images. This method embeds data in such a way that it is imperceptible to the
naked eye, allowing users to share files covertly. The integration of steganography with the
P2P framework ensures that not only is the data transfer secure, but the very existence of
the data remains hidden. Vault Fortify thus offers a comprehensive solution for individuals
and organizations seeking to protect their digital communications and sensitive information
from prying eyes.

2. Literature Survey

The paper "Image Steganography for Securing Secret Data Using Hybrid Hiding Model™ by
Sumeet Kaur, Savina Bansal, and Rakesh Kumar Bansal presents a sophisticated approach
to enhancing data security through innovative stenographic techniques. The researchers
introduce the Image Hiding Encryption and Decryption (IHED) model, a hybrid framework
designed to secure data transmission by embedding secret information within digital images.
The IHED model primarily employs mid-frequency (MF) values for embedding data, striking
a balance between high-frequency and low-frequency methods. High- frequency values can
lead to easy detection due to noticeable changes in the image, while low-frequency values
may distort the image’s visual quality. By utilizing MF values, the IHED model ensures that
the modifications remain subtle and less detectable, maintaining the visual integrity of the
stego-image while embedding a significant amount of data. To enhance security, the IHED
model integrates multiple steganographic techniques, making it more robust against various
steganalysis attacks.This layered approach increases the complexity for unauthorized entities
attempting to extract or detect the hidden data. The hybrid nature of the model leverages the
strengths of different techniques to create a more secure and imperceptible stenographic
method[1].

The paper "Data Vaults for Block chain-Empowered Accounting Information Systems" by
Muhammad Imran Sarwar and colleagues presents a novel framework that integrates
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blockchain technology with Accounting Information Systems (AIS) to enhance data security
and integrity. The proposed system leverages data vaults, which are secure storage units,
backed by the immutable and decentralized nature of block chain technology. This
integration ensures that financial and accounting data remain tamper-proof and transparent,
thus increasing trustworthiness and reducing the risk of data breaches[2].
The paper "Secure Cloud Data Storage System Using Hybrid Paillier—Blowfish Algo- rithm" by
Bijeta Seth et al, addresses the critical issue of security in cloud data storage systems. This
research introduces a hybrid cryptographic protocol that combines the Paillier and
Blowfish encryption algorithms to enhance data security and efficiency in cloud
environments.

The proposed system leverages the strengths of both symmetric and asymmetric
encryption methods. Blowfish, a symmetric encryption algorithm, is known for its speed and
efficiency, making it suitable for encrypting large volumes of data. On the other hand, Paillier
is an asymmetric encryption algorithm that supports homomorphic encryption, which allows
computations on encrypted data without decryption. By integrating these two algorithms,
the system aims to reduce computational overhead and cipher text size, thus optimizing the
performance of cloud storage[3].

The paper "Secure Data Storage and Sharing Techniques for Data Protection in Cloud
Environments: A Systematic Review, Analysis, and Future Directions™ by Ishu Gupta,
Ashutosh Kumar Singh, Chung-Nan Lee, and Rajkumar Buyya offers an in-depth exploration
of the current landscape of data security in cloud computing. Recognizing the growing
reliance on cloud services for data storage and processing, the authors systematically review
the multitude of techniques developed to safeguard sensitive information from unauthorized
access and breaches.

The paper begins by outlining the critical challenges associated with data protection  in
cloud environments, such as data breaches, loss of control over data, and compliance with
data privacy regulations. These challenges underscore the necessity for robust security
measures to ensure that data remains confidential, integral, and available[4].

The paper "Combination of Steganography and Cryptography: A Short Survey" by
Mustafa Sabah Taha et al. (2019) provides a comprehensive review of the integration of
steganography and cryptography to bolster data security. This synergistic approach aims
to exploit the strengths of both methods to protect sensitive information from unauthorized
access and detection.

Steganography, the practice of hiding the existence of a message, is traditionally used
to embed information within digital media, such as images, audio files, or video
streams, in a way that is imperceptible to the human eye and standard detection
techniques. Cryptography, on the other hand, focuses on encrypting the content of the
message, transforming it into an unreadable format that can only be deciphered by
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those possessing the appropriate decryption key. The survey details the benefits of
combining these two methods, which significantly enhances security[5].

3. Algorithms

3.1 The Least Significant Bit (LSB algorithm)

The Least Significant Bit (LSB) algorithm is a steganography technique used to hide data
within digital media, such as images, audio files, and videos, by subtly modifying the least
significant bits of the media’s data. This method leverages the fact that altering the least
significant bit of a byte causes minimal changes that are typically imperceptible to human
senses, making it an effective tool for covert communication.

In the context of an image, the LSB algorithm operates by modifying each pixel’s color
components: red, green, and blue (RGB). Each of these components is usually represented by
an 8-bit value, ranging from 0 to 255. To embed secret data, the algorithm replaces the least
significant bit of each color component with bits from the secret message. Since the least
significant bit represents the smallest possible change in the color value, this modification
does not significantly alter the image’s overall appearance, ensuring that the hidden data
remains undetected.

The process of extracting the hidden data is straightforward. The receiver retrieves
the least significant bits from the modified pixels and reassembles them to reconstruct the
original message. Forexample, if the original pixel valuesare (10101100, 11001101, 11110010)

and the secret data bit is 1, the modified pixel values might become (10101101, 11001101,
11110010). This slight

alteration in the least significant bit is generally unnoticeable, allowing the image to
maintain its visual integrity while securely embedding the hidden data.

4.Proposed Methodology
4.1 Data Encryption

The data encryption methodology utilizes advanced steganography algorithms to ensure
maximum security and confidentiality. By embedding encrypted data within digital media
such as images, audio files, or videos, an additional layer of protection is created that conceals
the presence of sensitive information. This approach not only encrypts the data but also
hides it in a way that is imperceptible to unauthorized viewers. As a result, this method
provides a highly secure and confidential means of protecting data from potential threats
and breaches, ensuring that only intended recipients can access and decipher the hidden
information.
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Figure 1:Data Encryption

4.2 Cloud Storage

Explore the approach to securely storing encrypted data within the reliable and
scalable environment of AWS cloud servers. This method leverages AWS’s robust
infrastructure to ensure data integrity and availability while utilizing advanced encryption
techniques to protect sensitive information. By storing data in an encrypted format, it
remains secure from unauthorized access both in transit and at rest. AWS’s scalable
resources provide flexibility to accommodate varying storage needs, ensuring efficient and
reliable data management. This approach combines the security of encryption with the
dependability of AWS, offering a comprehensive solution for secure cloud storage.

4.3 Data Retrieval

The data retrieval process involves decrypting and reconstructing the original data from
steganographic encodings. This begins by identifying the digital media containing the hidden
data, such as an image, audio file, or video. Using specialized software, the least significant
bits or other steganographic markers are extracted from the media. These bits, which were
subtly modified to embed the encrypted data, are then reassembled into their original form.
The extracted data is subsequently decrypted using the appropriate decryption key, fully
restoring the original information. This meticulous process

ensures that the hidden data is accurately and securely retrieved, maintaining the
integrity and confidentiality of the information.

5 Flowchart:

462
ISBN-978-81-19905-39-3



e A ICEST

nC].a ~ e INTERNATIONAL CONFERENCE ON
INTERNATIONAL CONCLAVE ON
/ ENGINEERING SCIENCES & TECHNOLOGY DIGITAL RENAISSANCE

5.1 Real-Time Data Sharing Platform

The Real-Time Data Sharing Platform enables secure and covert sharing of the
steganographed data. This platform: Stores the steganographed data in a secure repository

Enables real-time sharing of data through various channels (e.g., messaging, streaming,
or peer-to-peer networks) Extracts the secret data from the cover objects Decrypts the
data (if encrypted) Analyzes and processes the shared data in real-time Manages user
access, authentication, and authorization Provides a user-friendly interface for interacting
with the platform

5.2 Steganography Module

The Steganography Module is responsible for hiding secret data within cover objects
(such as images, audio, or text). This module: Receives data from various sources Embeds
the data into cover objects using steganographic algorithms Produces steganographed data
that appears innocent and unsuspecting

5.3 Results

This novel communication solution enhances privacy and security by combining steganog-
raphy techniques with a peer- to-peer (P2P) architecture. This decentralized approach
eliminates reliance on centralized servers, thereby reducing vulnerabilities and improving
fault tolerance. The platform enables direct user communication, ensuring real-time data
sharing with a user-friendly interface built in TypeScript..

5.3.1 Login Page
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Figure 2: Flow Chart
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Figure 3:Flow Chart of Login Page

5.4 Conclusion

Vault Fortify represents a significant advancement in secure digital communication,
combining the strengths of peer-to-peer (P2P) architecture and image steganography. By
eliminating reliance on centralized servers, Vault Fortify ensures that user data is not
vulnerable to centralized breaches or unauthorized access. The P2P model allows for direct
communication between users, enhancing both security and privacy. This decentralized
approach not only safeguards data integrity but also boosts efficiency, making the application
resilient against attacks and ensuring that sensitive information remains protected during
transmission..
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